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Okta, the CDM-recommended solution, offers:  

 

A cloud-native Identity platform, 

complete with IAM, federation,  

and governance

Modern, natively-available auth  

options including MFA, passwordless, 

and biometrics

A lifecycle management and a cloud-

based user directory that streamlines 

privileged access management 

Context-sensitive risk scoring in  

an aggregate view

The 2023 Continuous Diagnostics and Mitigation  

(CDM) Program's Identity, Credential, and Access 

Management (ICAM) Reference Architecture expands 

on a key theme of OMB M-19-17. It details the shift  

from managing the lifecycle of credentials to managing 

the lifecycle of identities. The Okta Identity Cloud is 

cited as a key enabler of this Identity-first approach, 

supporting Zero Trust architectures while ensuring 

seamless and secure real-time access.

As the preferred modern Identity solution by CISA, 

federal government customers and system integrator 

partners should look to Okta for their modern Identity 

needs. Okta supports the mission, enables cloud 

migrations, and provides a cost-effective way to get 

Identity right.  

 

For more information, contact our sales team at  

okta.com/contact-sales

Okta: Aiding the Future of 
CISA’s CDM ICAM Architecture

Source: Figure 7-2 from Continuous Diagnostics and Mitigation program's "Identity, Credential, and Access Management ICAM Reference 

Architecture", September 2023

CISA does not evaluate commercial products under this reference architecture and does not endorse any product or service used.
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